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Covid-19 Privacy Policy 

 
 
Introduction 

This notice describes how we may use your information to protect you and others 
during the Covid-19 (Coronavirus) outbreak. It supplements our main Privacy 
Notice. 

In the current emergency it has become even more important to share health and 
care information quickly across relevant organisations, to deliver care to 
individuals, support health and social care services and to protect public health. 
Information will also be vital in researching, monitoring, tracking and managing the 
outbreak. The health and social care system is facing significant extra pressures 
due to the Covid-19 outbreak. 

Existing law allows confidential patient information to be used and shared 
appropriately and lawfully in a public health emergency is being used during this 
outbreak. The Secretary of State requires NHS Digital; NHS England and NHS 
Improvement; Arm’s Length Bodies (such as Public Health England); local 
authorities; health organisations and GPs to share confidential patient information 
to respond to the Covid-19 outbreak. Any arrangements put in place specifically to 
use or share information during the Covid-19 are temporary and will be limited to 
the period of the outbreak unless there is another existing legal basis that covers 
the use and sharing of that data. 

During the COVID-19 outbreak Clinical Commissioning Groups (CCGs) and NHS 
Digital will not process any new requests to opt-out of local data sharing 
arrangements such as the Integrated Health and Care Record Programme. 

All opt-out requests currently submitted will be held until the outbreak ceases at 
which point, the request to opt-out will be processed. 

It may take us longer to respond to Subject Access Requests and Freedom of 
Information requests whilst we focus our efforts on responding to the outbreak. 

In order to look after your health and care needs, we may share your confidential 
patient information including health and care records with clinical and non-clinical 
staff in other health and care providers, for example, neighbouring GP practices, 
hospitals and NHS 111. We may also use the details we have to send public 
health messages to you, either by phone, text or email. 

We will also be required to share personal/confidential patient information with 
health and care organisations and other bodies engaged in disease surveillance, 
such as Public Health England, for the purposes of protecting public health, 
providing healthcare services to the public and monitoring and managing the 
outbreak. During this period of emergency, you may be offered a consultation via 
telephone or videoconferencing. Your personal/confidential patient information will 
be safeguarded in the same way it would with any other consultation. 
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We may amend this privacy notice at any time so please review it frequently. The 
date at the top of this page will be amended each time this notice is updated. 

Purpose of the processing of your data 

The purpose of the envisaged temporary Covid-19 data flows is to effectively treat 
and prevent the onward spread of COVID-19, as such there is a need to share 
Patient Identifiable Data and Special Category (or sensitive) information. However, 
for each new data flow a review will be undertaken to ensure that the minimum 
amount of personal data is processed and processed securely. 

Lawful basis for processing your data 
The Secretary of State (SoS) for Health and Social Care served 
a Notice under Regulation 3(4) of the Health Service (Control of Patient 
Information) Regulations 2002 (COPI) to require health and care organisations to 
process confidential patient information in the manner set out below for THE 
following purposes: 

• diagnosing communicable diseases and other risks to public health; 

• recognising trends in such diseases and risks; 

• controlling and preventing the spread of such diseases and risks; 

• monitoring and managing understanding COVID-19 and risks to public 
health, trends in COVID-19 and such risks, and controlling and preventing 
the spread of COVID-19 and such risks 

• processing to support the NHS Test and Trace programme 

• identifying and understanding information about patients or potential 
patients with or at risk of COVID-19, information about incidents of patient 
exposure to COVID-19 and the management of patients with or at risk of 
COVID-19 including: locating, contacting, screening, flagging and 
monitoring such patients and collecting information about and providing 
services in relation to testing, diagnosis, self-isolation, fitness to work, 
treatment, medical and social interventions and recovery from COVID-19 

• understanding information about patient access to health services and 
adult social care services and the need for wider care of patients and 
vulnerable groups as a direct or indirect result of COVID-19 and the 
availability and capacity of those services or that care 

• monitoring and managing the response to COVID-19 by health and social 
care bodies and the government including providing information to the 
public about COVID-19 and its effectiveness and information about 
capacity, medicines, equipment, supplies, services and the workforce 
within the health services and adult social care services 

• delivering services to patients, clinicians, the health services and adult 
social care services workforce and the public about and in connection 
with COVID-19, including the provision of information, fit notes and the 
provision of healthcare and adult social care services 

• research and planning in relation to COVID-19 

https://www.gov.uk/government/publications/coronavirus-covid-19-notification-of-data-controllers-to-share-information/coronavirus-covid-19-notice-under-regulation-34-of-the-health-service-control-of-patient-information-regulations-2002-general--2
https://www.legislation.gov.uk/uksi/2002/1438/regulation/3/made
https://www.legislation.gov.uk/uksi/2002/1438/regulation/3/made
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Under the UK General Data Protection Regulation (UK GDPR), Article 6, 1(c)- 
Legal obligation: the processing is necessary for you to comply with the law (not 
including contractual obligations). 

There are a number of pieces of legislation currently available to allow the 
processing of personal data and special category data in response to public health 
breakouts, which includes: 

• Public Health (Control of Disease) Act 1984 

• The Health and Social Care Act 2008 (by virtue of The Care Act 2014) 

• The Civil Contingencies Act 2004 

The relevant basis in UK data protection law is set out in the Data Protection Act 
(DPA) 2018, in Schedule 1 condition 2. This condition covers the following 
purposes: 

• preventive or occupational medicine; 

• the assessment of an employee’s working capacity; 

• medical diagnosis; 

• the provision of health care or treatment; 

• the provision of social care (this is likely to include social work, personal 
care and social support services); or 

• the management of health care systems or services or social care 
systems or services. 

Article 9(3) of the GDPR contains the additional safeguard that you can only rely 
on this condition if the personal data is being processed by (or under the 
responsibility of) a professional who is subject to an obligation of professional 
secrecy. Section 11 of the DPA 2018 makes it clear that in the UK this includes: 

• a health professional or a social work professional; or 

• another person who in the circumstances owes a duty of confidentiality 
under an enactment or rule of law. 

By virtue of the Data Protection Act 2018 (c. 12) Schedule 1 — Special categories 
of personal data and criminal convictions etc data, Part 1 – Conditions relating to 
employment, health and research etc, paragraph 3(a), processing meet the GDPR 
Article 9 condition ‘if processing is necessary for reasons of public interest in the 
area of public health’. 

Right to access and correct 

All the personal data we process is processed by our staff in the UK however for 
the purposes of IT hosting and maintenance this information may be located on 
servers within the European Union. 
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No 3rd parties have access to your personal data unless the law allows them to do 
so and appropriate safeguards have been put in place such as a Data Processor 
as above). We have a Data Protection regime in place to oversee the effective and 
secure processing of your personal and or special category (sensitive, confidential) 
data. 

Retention period 
The data will be retained in line with the law and national 
guidance. https://www.nhsx.nhs.uk/information-governance/guidance/records-
management-code/. 
 
Note: This Privacy Notice issued sets aside the requirements of Common Law 
Duty of Confidentially for COVID-19 purposes, Regulation 4 Health Service Control 
of Patient Information Regulations 2002 provides that ‘information may be 
processed in accordance with these Regulations, notwithstanding any common 
law obligation of confidence’, meaning that identifiable patient data can be shared 
with other organisations where it is ‘necessary’ for a COVID-19 purpose. 
Three circumstances making disclosure of confidential information lawful are: 

• where the individual to whom the information relates has consented; 
• where disclosure is in the public interest; and 
• where there is a legal duty to do so, for example a court order. 
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